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General Black TeamAdvice:

Work on the fundamentals. Have people work on specific processes, operating systems, or just

down to setting up a SIEM andmake sure that people are familiar and comfortable moving around.

Try to practice challenges and infrastructure you saw in previous years. .

Q:What if we are excited about the HackTheBox CTF?

A: If interested, please reach out to Chandler Anderson. Reach out to him or Joe E

(NECCDL/Champlain College).Will have a higher ed CTF in December as well.

Chandler@hackthebox.com

Q: For HackTheBoxwhat format is it?

A: It is Jeopardy style andwill be a 24-hour event. 1 team per college/university. Market to

coaches.Will havemultiple different options. It will be 6pm. (Challenges have been tuned towards

blue team)

Q:What training resources will be available?

A: Palo Alto training will be available (probably feed into Regionals).Will have amore in-depth

network diagram in early December.Will have a high-level understanding of the infrastructure.

Will have information about training whenwe release high-level infrastructure via the packet.

Q: Is there any appetite for something in-between - like a scrimmage?

A: Yes, if that can be supported, wewill try tomake it work. Joe Awould also bewilling to help

facilitate. CCDC-esque, but not necessarily NECCDC, but helps with preparation.

Q:Will the slidedeck be released after today?

A: Yes, wewill post it on the website and also theQ&A.

Q:What should you incorporate into training?

A: Automation, scripting is important. Often see blue teams doing tasks manually which takes a lot

of time that could be used elsewhere. Focus on getting the basics under your belt first. (KISS)

https://github.com/NE-Collegiate-Cyber-Defense-League/neccdc-2024-public
mailto:Chandler@hackthebox.com


Q: Competitions were used as a great way of proving outcomes of NICE framework and AI-related

NSACAEKSA’s.

A: For applying competencies in real-world scenarios helps enforce that level of competency.

There’s nothing like it to incorporate hands-on learning.

Q:Will the first packet be released at the next meeting in December?

A:Wewill releasemore infrastructure at least by then.

Q:Will CCDCNationals be virtual this year? Can it be confirmed or denied?What canwe do?

A: Yes. Official announcement will be out next week. Nationals will be virtual. Raytheon, an RTX

company, will no longer be the large National partner / sponsor. If you’re willing to help out and

suggest sponsors for NECCDC please let us know.We haveOCEAN regional educational network

(REN) which serves every higher ed, health-care provider and had a call early this week. Excited to

be a sponsor this year andwill help make contacts with healthcare institutions. Hoping to increase

sponsorship this year. A lot of fundraising before quals.

Q:With the high level architecture slide, does the Erlenmeyer Flask icon represent some scientific

equipment webui?

A: Yes (see the list of infra bullet points, can hint to what it might be)

Q:My team competed in aMWCCDC invitational competition last November that really was

helpful in gaining practical skills about how to compete and get to know the process. I’m unsure if

they’re doing it again.

A: Yes, it’s a great opportunity.

Q: Is HM Linux HannahMontana Linux? https://hannahmontana.sourceforge.net/
A: Yes.

Q:Would be interested in seeing new team sponsorships in regards to funding. It was helpful last

year, andwould like to seemore of that.

A: #1 priority is tomake sure that everything is covered and it will be a consideration.

Q: Have alumni at undersea warfare center, while may not be able to get sponsorship, can get

volunteers - Ben Grooms.

A: Anyonewith alums to recommend contacting, please also let us know!

Q: Do the colors of the backgrounds on theWindows and Linux boxes onHLA signify

server/workstations or am I reading too deep?

A: No comment. :)

Q: How can you get more spoilers?

A:Will be putting out teasers through the platforms, which would be helpful tomonitor.

https://hannahmontana.sourceforge.net/


Q:When is the repository freeze date?

A: Same date as registration deadline in January. (Archive your repo)

Q: IsWazuh still in play this year?

A: No comment.

Q: If there's nomacOS in the HLA diagram, but it's mentioned off to the side, will macOS be out of

scope or it just didn't make the cut for the diagram?

A: Could be there for Regionals or Quals. Not decided yet. This will be confirmed in future packets.

Think about general categories of what you saw in a high-level overview diagram.

Q: Is there an open-source EMR platform?

A: No comment (see diagram)

Q: Assume running EMR off of OCI?

A: OCI hasmultiple acronym

Q:Will AWS be in play

A: It has not been confirmed, see the high level infrastructure diagram


