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Welcome Letter 
 

Dear Competitors, 

On behalf of the B. Thomas College of Computing and Information           
Science of Rochester Institute of Technology, I would like to          
welcome you to the tenth Annual Northeast Collegiate Cyber         
Defense Competition (NECCDC). Cybersecurity is becoming an       
ever more important part of our national security efforts and this           
competition is one of most important events in training our future           
cybersecurity experts. 

We are very grateful to all of our sponsors as well as to the              
University of Texas at San Antonio (UTSA) for their guidance,          
event templates and materials. Our staff, volunteers, and sponsors         
have worked hard to make this an interesting, exciting, and          
challenging competition. One of the exciting aspects of this         
competition is that the winner of this contest will receive travel           
expenses to compete at the National Collegiate Cyber Defense         
Competition to be held in April 2017 in San Antonio, Texas. 

We encourage you to spend some time with members of the other            
teams to enhance your learning experience. We wish the very          
best of luck to each of you and your teams! Many thanks to you for               
participating in this competition. 

 

Dr. Bo Yuan 
Department of Computing Security 
Rochester Institute of Technology 
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Schedule 
 

Friday – March 17, 2017 

10:00 AM -11:00 AM Team Registration (Golisano Atrium) 

11:00 AM – 11:30 PM Opening Announcements / Orientation (Louise Slaughter Hall SLA-2220- 
2240) 

11:30 AM – 12:30 PM Lunch (SLA-2220- 2240) / White Team Orientation (Golisano Auditorium 
GOL-1400) 

01:00 PM – 06:00 PM Competition Day 1 – (Golisano Building Rooms Assigned) 

02:00 PM – 04:00 PM Northeast Regional Coaches Meeting (Golisano Auditorium GOL-1400) 

07:00 PM - 09:00 PM Dinner for Sponsors, Red, Black and White Teams (SLA-2220- 2240) 

 

Saturday – March 18, 2017 

08:00 AM – 08:45 AM Breakfast & Announcements (SLA-2220- 2240) 

09:00 AM – 06:00 PM Competition Day 2 - (Golisano Building Rooms Assigned) 

09:00 AM – 12:00 PM Symposium on Cybersecurity (Golisano Auditorium GOL-1400, 
audiences: sponsors, guests, coaches, volunteers, alternates, etc) 

12:00 PM – 01:00 PM Boxed Lunches Available (no break in competition) (GOL-2400) 

06:00 PM – 08:00 PM Sponsors Meet & Greet (SLA-2220- 2240) 

 

Sunday – March 19, 2017 

08:00 AM – 08:45 AM Breakfast & Announcements (SLA-2220- 2240) 

09:00 AM – 12:00 PM Competition Day 3 - (Golisano Building Rooms Assigned) 

12:00 PM – 01:00 PM Clean Up and Feedback Session (Stay in Rooms) 

01:00 PM – 03:00 PM Luncheon and Awards Ceremony (SLA-2220- 2240) 
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Driving Directions 
The competition is being held in Golisano Hall, B Thomas Golisano College of Computing and 
Information Sciences at RIT. Parking is available in the J lot. (see next page for a campus map). 
It takes about 5 minutes from the Radisson Hotel to Golisano Hall.  

 

 

Parking Pass 
Please print out the parking permit on the next page and put it on the dashboard of your car.  
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RIT Campus Map 

 

 

Hotel Information 
 

Radisson Inn 
175 Jefferson Rd, Rochester, NY 14623 
(585) 475-1910 
 
It is right in front of RIT and the closest accommodations to campus. We have blocked rooms for 
teams until February 17th at the rate of $103 per night.   
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Competition Overview 
 

The Northeast Collegiate Cyber-Defense Competition (NECCDC) is the regional qualifier for the            
national Collegiate Cyber-Defense Competition (CCDC). The northeast region represents         
institutions in the states of New York, Maine, New Hampshire, Vermont, Massachusetts, Rhode             
Island, and Connecticut. 

The NECCDC will select one winner and one alternate to represent the region in the CCDC for                 
2017.  This year’s CCDC is being held in San Antonio, Texas, on April 13-15, 2017. 

 

More information on the CCDC can be found at the CCDC website: 

http://www.nationalccdc.org/ 

 

The CCDC represents a collection of defense-only competitions in cyber-security. The           
competition is designed to test each student team’s ability to secure a networked computer              
system while maintaining standard business functionality. The teams are expected to manage            
the computer network, keep it operational, and prevent unauthorized access. Each team will be              
expected to maintain and provide public services per company policy and mission. Each team              
will start the competition with a set of identically configured systems. 

The objective of the competition is to measure a team’s ability to maintain secure computer               
network operations in a simulated business environment. This is not just a technical             
competition, but also one built upon the foundation of business operations, policy, and             
procedures. A technical success that adversely impacts the business operation will result in a              
lower score as will a business success which results in security weaknesses. 

Student teams will be scored on the basis of their ability to detect and respond to outside                 
threats, including cyber-attacks, while maintaining availability of existing network services such           
as mail servers and web servers, respond to business requests such as the addition or removal                
of additional services, and balance security against varying business needs. 
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Team Identification 
 

Blue Team 
 
Student team representing a specific academic institution competing in this competition; each 
team consists of up to 12 competitors.  Each competition team may consist of up to eight (8) 
members chosen from the submitted roster.  The remainder of the roster is for substitution in the 
event a member of the active competition team cannot compete.  Substitution in the competition 
team requires approval from the head judge present at the competition. 

Red Team 
 
Professional network penetration testers from the security industry.  This team actively fills the 
role of the "attacker".  Specifically, the Red Team: 

● Scans and maps the network of each Blue Team 
● Attempts to penetrate the defensive capabilities of each Blue Team network and modify 

any acquired environment 
● Assesses the security of each Blue Team network 
● Attempts to capture specific files on targeted devices of each Blue Team network 

White Team 
 
Professionals and representatives from industry who serve as competition judges, room 
monitors, and security enforcement personnel in the various competition rooms.  Judges will 
assess the competition team’s ability to maintain their network and service availability based 
upon a business inject and a scoring instrument, delivering inject scenarios, scoring of injects, 
creating log entries, securing log files, issuing or controlling the timing of injects, etc.  Each 
competing Blue Team will have at least one White Team member present in their room who will 
assist in the judging process by observing the team, confirming proper inject completion, as well 
as reporting issues (if any). 
 

Black Team 
 
In addition to the Red, White, and Blue teams, there is also a Black Team which is tasked with 
the technical operations of the competition environment.  This team is comprised of industry 
professionals and faculty, is tasked with the preparation, deployment, and support of event 
infrastructure.  This team does not interact directly with the Blue Team and is effectively merged 
with the White Team for the NECCDC. 
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Competition Scenario 
Your team has been hired as the new system administrators/security operations experts for a 
new startup named F-Sports Baseball. F-Sports is developing an innovative fantasy baseball 
platform that will revolutionize the world. F-Sports’ founder and CEO Jessica Goldsmith started 
the company in her dorm room and after her first series,a fundraising is finally able to hire full 
time staff for administration and security. Having grown out of a dorm room, F-Sports 
infrastructure has just started to become more complex. While there is some documentation 
available, due to the agile nature of the F-Sports platform it is unlikely that all the documentation 
provided is up to date.  

Company Profile 

 

F-Sports±Baseball,±LLC.±
www.fsports.co±

±

±

“F-Sports Baseball, LLC. is a startup dedicated to providing online                   
daily fantasy sports competitions for alternative prize points based                 
on the outcomes of real major league games. The company was                     
founded in 2016 and is based in Mountain View, California. 

F-Sports provides an interactive web 3.0 company focused on                 
meeting the fantasy sports needs for a new generation, with a focus                       
on simplicity and user experience. F-Sports makes playing fantasy                 
sports fun and exciting for the whole family. 

In order to meet this demand F-Sports is built upon a robust,                       
heterogeneous architecture featuring the newest technology. It is this                 
reliance on new age development methodologies and technology               
that allows F-Sports to offer its service to customers at a fraction of                         
the cost.” 
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±

Letter from the Owner 

±
From:±Jessica Goldsmith±
To: New±Technology±Personnel±
±
±

Dear±Team,±

We are pleased to welcome you to F-Sports! We here at F-Sports focus± ± ± ± ± ± ± ± ± ± ± ± ±
on making a product that the whole family can enjoy. As many of you± ± ± ± ± ± ± ± ± ± ± ± ± ±
have already noticed, all of you are new additions to the F-Sports team.± ± ± ± ± ± ± ± ± ± ± ± ±
Previously, as a small organization, we didn¨t have a major need for a± ± ± ± ± ± ± ± ± ± ± ± ±
dedicated IT/Security/Reliability expertise. For this reason we expect± ± ± ± ± ± ± ±
you to be able to learn about our environment as we grow and do your± ± ± ± ± ± ± ± ± ± ± ± ± ± ±
absolute±best±to±make±F-Sports±the±success±I±know±it±can±be.±

The developers and I have been managing our infrastructure up until± ± ± ± ± ± ± ± ± ± ±
now, however we¨re way too busy now as business is starting to pick± ± ± ± ± ± ± ± ± ± ± ± ±
up. I will provide you the documentation we have made and I will send± ± ± ± ± ± ± ± ± ± ± ± ± ±
you±the±username±and±passwords±for±the±systems±shortly.±

Our team isn¨t really made up of administrators, we¨ve just set things± ± ± ± ± ± ± ± ± ± ± ±
up to the best of our abilities thus far. Based on your reputations, I¨m± ± ± ± ± ± ± ± ± ± ± ± ± ±
confident that we¨ve built the right team to take over responsibilities± ± ± ± ± ± ± ± ± ± ±
of the company¨s infrastructure, and I¨m sure that we¨ll get through this± ± ± ± ± ± ± ± ± ± ± ±
and±come±out±as±a±much±better±company±on±the±other±side.±

Most importantly, I want you to know that I¨m always open to how we± ± ± ± ± ± ± ± ± ± ± ± ± ±
can±improve±things±and±have±an±open-door±policy.±

Thanks,±

Jess±

±

P.S.±I±know±this±is±bad±timing,±but±I¨ll±be±unavailable±for±the±next±week±as±
I¨ll±be±on±vacation±in±Baltimore,±and±am±not±sure±what±Internet±access±is±
like±out±there.±
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Network Topology 
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 Topology 

Network Description 
 
The F-Sports Baseball, LLC. network is comprised of a local corporate network, a development 
network, and a production network.  Each network is currently allocated a set of 254 addresses. 
The username for any hosts should be either administrator, admin, user, or root with a 
password of Netsys123$.  

The details on your IP network prefix, domain name, and other team-specific configuration will 
be provided to you in your designated competition room. 

Inventory of systems listed in the topology document: 

System Location IP OS Scored Services 
Router Corp .254 Cisco -- 
Switch Corp .1 Cisco -- 
Wireless AP Corp .9 Cisco -- 
Caterpie Corp .40 Windows DNS, LDAP 
Weedle Corp .2 Linux -- 
Pidgy Corp .3 Linux -- 
Rattata Corp .8 Linux -- 
Spearow Corp .4 Windows -- 
Magikarp Corp .12 Windows SMB 
Voltorb Corp .22 Linux FTP 
Ekans Corp .5 Windows -- 
Sandshrew Corp .6 Windows -- 
Clefairy Corp .7 Linux  
Zubat Corp .30 Linux VCenter 
Machop Corp .37 Linux Foreman, Web 
Bellsprout Corp .20 Linux Mail 
Vulpix Dev -- Linux F-Scores Inc 
Venonat Dev -- Linux  
Diglett Dev .21 Linux Web1, Web2, SSH 
Meowth Dev .2 Linux SSH, Web, Database 
Psyduck Dev .19 Linux Web 
Abra Prod -- Linux SSH, Web 
Mankey Prod -- Linux SSH, Database 
Growlithe Prod -- Linux SSH 
Poliwag Prod -- Linux SSH 

Note that client systems must remain end-user systems and cannot be re-provisioned as server 
systems. 
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